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[bookmark: _Toc151573688]Staff India Network Infrastructure: 
Staff-India network design is based on "Star Network Topology". In Star topology every node (computer workstation or any other peripheral) is connected to a central node called hub or switch. The switch is the server and the peripherals are the clients.

We Have 3 internet connectivity in our Office. Here are the details

Bracnet :
IP : 115.127.22.(146-150)
Subnet : 255.255.255.248
Gateway : 115.127.22.145
DNS : 202.168.254.4
Alternat DNS : 202.168.254.8
Amber IT (Personal) :
User: CID10115
Password: rtyujdfg
Nreach:
Real IP : 115.69.214.210-214
Subnet : 255.255.255.248
Gateway : 115.69.214.209
DNS : 103.21.40.42
Alternet DNS : 4.2.2.1

Detailed Network Diagram:  
Here is the detailed Network Diagram of our current office.










[bookmark: _Toc151573689]File Server :
Installation and configuration: 
1. At first need to install windows server 2016. Installation process is same as like any other version of windows.
2. After complete installation process change the name of server to Fileserver and setup IPv4 address 192.168.6.200, Default Gateway 192.168.6.1,  and DNS 8.8.8.8
3. Now implement some roles. Click on server manager from task bar, then right click on Roles, hit on  add roles, then click next like this [image: ]

4. Then mark on File Services and click on next [image: ]

5. On the Select Role Services page, in Role Services, ensure that File Server is selected. Also select BranchCache for network files, and then click Next.[image: ]

6.  On the Confirm Installation Selections page, confirm your selections, and then click Install.

7.  On the Installation Results page, confirm that your installation of the File Services role and required role services completed successfully, and then click Close.

8. Now share the D: drive and setup full permission for everyone.
9. Check Shared folder by typing \\Fileserver
10. If the drive shared you will see something like this [image: ]

11.  Now create a folder per user name on D:drive like this [image: ]
12.  Now need to manage quota and file screening and that’s why install FSRM rules. Click on server manager, then click on the roles and mark File Server resource manager, hit next same as like this

[image: ]
13.  Now select D drive and click next.[image: ]
14.  Now configure storage monitoring, click on marked report then click on ok, hit next

[image: ]

15. [image: ] Select local path and make new folder for storage report


 








16.  Click on install and restart the server

[image: ]

17.  Now need to configure FSRM, open FSRM from start> Administrative tools> File Server Resource Manager

[image: ]


18.  Select Create quota template

[image: ]

19.  Create a quota template by filling up as like this, then click ok
[image: ]












20.  Now right click on quota and select create quota. After that select quota path D:\, then select Auto apply, then select template from drop down menu, then hit create as like this
[image: ]





21.  Check quota affecting folder by right clicking on D:\* and select view Quotas affecting folder like this[image: ]

22.  Now need to create file screening group for block/Allow file types. Right click on file Group, then select Create File Group [image: ]




23.  Type file group name then add some file types for block as like this 

[image: ] 

24.  Now right click on file screen and select Create File Screen like this 

[image: ]





25.  Select path D:\, then select the template SI file screening and hit create 

[image: ]

26.  Create a File Screen Exception for allow file types like as File screen

[image: ]



 Fileserver mapping procedure: 
1. Turn off discovery option from networking sharing center 

[image: ]

2. Remove the mapping history from start menu, if already exist in run command. 

Win+R then type “Regedit” and go to following path and delete fileserver data. HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\RunMRU\Fileserver 

[image: ]


3. Set Credential for user. Got to “Control Panel\User Accounts and Family Safety\Credential Manager” path and set Server name, User Name & Password. All passwords have in google dirve excel sheet. 

[image: ]

4. Go to computer and click Map drive option and give fileserver share users path and click finish. User name should be different for different user. 

[image: ]

Do same process for Shared folder. 

[image: ]


5. Finally appear 2 drive like this … 

[image: ]

[bookmark: _Toc151573690]NC Server User Data Permission: 
Suppose I want to set permission on Paul’s data files so that only Paul and Admin account can access his data files.
1. Go to Paul’s data files properties.

[image: ]

2. From security tab click on advanced option.

[image: ]
3. Click on change permission.

[image: ]

4. Unmark the permission and click on remove.

[image: ] 



5. Click add, then add username Paul and click ok.

[image: ]

6. Mark on full control allow option then click ok.

[image: ]

7. Now check the users whom you added to give permission for accessing the data files. After that click apply then ok. Also click ok for other remaining tabs.

[image: ]





· Now check the data files by login with another user. If the file need admin password for accessing then you configured the permission correctly. 

[bookmark: _Toc151573691]CCTV : 

CCTV accessing procedure from Chrome Browser:

1. Install extension from https://chrome.google.com/webstore/detail/ie-tab/hehijbfgiekmjfkfjpbkbammjbdenadd

2. Install 2 additional software that will pop up.

3. Put IP 115.69.214.211 on IE TAB

4. Username : admin2 , Password : 102016

5. Select main stream.

OLD DVR access via Mobile Apps:
Apps Name: NVSIP
# After download the app, login visitor account: -
# Add New Device Then Add device id in ‘Added manually’ text field
	Device Id: S728440860
        [image: ]
# After fill up Device name and Password and click on Add
                     [image: ]

Username: admin
Password: 102016



New DVR access via Mobile Apps:
Apps Name: XMEye
# Login visitor account: -
             [image: ]

# Click “+” sign to add device then
# Add Manually device information
[image: ]
Serial Number: 115.69.214.211
Username: admin2
Password: 102016












[bookmark: _Toc151573692]Checklist for New Employee:
User Name : 
TL :
Shift :
Room No : 

· 	Create Windows user account

· 	Install Microsoft office

· 	Install Browser (Firefox,Chrome)

· 	Install Adobe reader

· 	Install Skype

· 	Install Skype Recorder

· 	Install Screen Recorder

· 	Install Team Viewer

· 	Install Winrar

· 	Install and Config Flexi Server

· 	Configure Outlook

· Setup
· Send/receive interval
· Autobcc
· Signature
· Sync Google Calendar

· 	Map Server Drive

· 	Install Additional Software’s If Necessary(For WD)

· Adobe Dreamweaver
· Notepad++
· Sublime text
· Photoshop
· Xamp
· Netbins
· Filezilla


[bookmark: _Toc151573693]Checklist for Changing Sit arrangements:
User Name : 
TL :
Shift :
Room No :

· Create Windows User Account

· Check if all the necessary software's  are installed or not.

· Copy necessary files to file server.

· copy outlook Data file to file server.

· Ask the Employee if something else he will be needing.

· Copy files from file server to new pc

· copy outlook data files to new pc and check all the settings (autobcc, send/receive interval)

· Map Network Drive

· Config Flexi Server with correct credentials.








[bookmark: _Toc151573694]IT Executive Daily Checklist:

	Name:                      Date:                                         
	Time 1:
	Time 2:

	All Routers
	□
	□

	Internet Connectivity
	□
	□

	CCTV (footage and recordings)
	□
	□

	All Servers
	□
	□

	Flexi Server
	□
	□

	SIP phones and Server
	□
	□

	All Network Switches
	□
	□

	Computer peripherals
	□
	□

	Check All of our website URL’s
	□
	□

	Comments:

	
	
	

	Name:                        Date:                                       
	Time 1:
	Time 2:

	All Routers
	□
	□

	Internet Connectivity
	□
	□

	CCTV (footage and recordings)
	□
	□

	All Servers
	□
	□

	Flexi Server
	□
	□

	SIP phones and Server
	□
	□

	All Network Switches
	□
	□

	Computer peripherals
	□
	□

	Check All of our website URL’s
	□
	□

	Comments:

	
	
	

	Name:                        Date:                                       
	Time 1:
	Time 2:

	All Routers
	□
	□

	Internet Connectivity
	□
	□

	CCTV (footage and recordings)
	□
	□

	All Servers
	□
	□

	Flexi Server
	□
	□

	SIP phones and Server
	□
	□

	All Network Switches
	□
	□

	Computer peripherals
	□
	□

	Check All of our website URL’s
	□
	□

	Comments:




[bookmark: _Toc151573695]Disable USB Drive

How to Disable USB Drive
1. Win + R type gpedit .msc
2. “Administrative Temples” then “System” then “Removable Storage Access”
3. Then double click one by one and select enabled these 3 items “Removable Disks Deny execute access”, “Removable Disks Deny read access”,” Removable Disks Deny write access”
How to enable USB Drive
1. Win + R type gpedit .msc
2. “Administrative Temples” then “System” then “Removable Storage Access”
3. Then double click one by one and select Not congured these 3 items “Removable Disks Deny execute access”, “Removable Disks Deny read access”,” Removable Disks Deny write access”

[bookmark: _Toc151573696]Making outgoing calls from SIP phone

Here are the processes to make calls from SIP phones.
1. Pickup the receiver of the SIP phone and check if there is dial tone. If there is dial tone, then the phone is ready for use. If there is no dial tone, then it means the phone is offline. In that case you have to inform me immediately so that I can fix the issue ASAP

1. Suppose you want to call your SI colleagues. Suppose you want to call Rob at his extension. Rob’s extension is 100. So you will pick up the receiver of the SIP phone and dial 7100. 7 is prefix of all SIP phones. Whenever you want to make a call either internal or external from SIP phones, you have to press 7 first.  Similarly if you want to call Ross,  you will pick up the receiver of the SIP phone and dial 7101 (101 is Ross’s extension). I already have sent all employees extensions to you through email.
. 
1. To call a UK/European number you have to dial 71 or 78 before the number. To call USA/Canada number you have to dial 72 or 73  before the number. To call a BD number you have to dial 71 before the number. 

1. Suppose you want to call your client in UK. Suppose your client’s number is 442071935045. This is a UK number.  To call this number, you will pick up the receiver and dial 7100442071935045 ( Sometimes it might say “all circuits are busy now”, in that case you have to dial 71442071935045). After few seconds it will ask for a password. Enter the password and your call will go through.

1. Suppose you want to call your client in USA. Suppose your client’s number is 13478629395. This is a USA number.  To call this number, you will pick up the receiver and dial 7313478629395. After few seconds it will ask for a password. Enter the password and your call will go through.

1. Suppose you want to call a BD number. Suppose the number is 01715443215. This is a BD mobile number.  To call this number, you will pick up the receiver and dial 71008801715443215( Sometimes it might say “all circuits are busy now”, in that case you have to dial  718801715443215). After few seconds it will ask for a password. Enter the password and your call will go through.

1. Making calls to SI extensions doesn’t require any password. But if you want to make calls to outside then you will need the password. Employees who requires voice communications already know the password. If anyone need to use our phone lines for office purposes, then send me a mail and put Rob on CC. 

1. You will see there is volume increase and decrease button in each SIP phone. Marked by ,,, sign.  You can increase or decrease sound accordingly. 

1. Internal calls ( call to SI extensions)  are free but external calls are not. 
[bookmark: _Toc151573697]How Clients can call you in SIP Phone?

1.	We have 2 company number.
	44 203 588 5889 - For UK based clients
	1 646 564 5692 - For US based clients.
2.	So if any client wants to talk to you, he will dial any of the above 2 numbers.
3.	The client will hear a IVR "Thanks for calling Staff India. If you know the extension then 	dial now or wait for the operator.
4.	The client will dial desired extension to talk to you.
5.	You will notice we have many SIP phones are at office. Currently we are allocating 1 SIP 	phone per 3 employee. Each SIP phones have extension number written on the phone. 	So the nearest SIP phone to your desk is your extension number.
6.	For example any client want to talk to Ross. Ross's extension is 1011. So the client will 	dial either 442035885889 or 16465645692, after that he will hear our IVR and dial 	1011.

[bookmark: _Toc151573698]SI PBX Numbers :

	SL NO
	Number
	Provider
	Trunk 
	Outbound
	Inbound
	Country
	Outgoing Prefix

	1
	442037692264
	Multitel
	multitel-134-UK
	multitel-134 UK
	multitel-134-UK
	UK
	1

	2
	17039883498
	Multitel
	multitel-134
	multitel-134
	multitel-134
	USA
	2

	3
	16465645692
	Multitel
	multitel-US
	multitel-US
	multitel-US
	USA
	3

	4
	16502810540
	Multitel
	multitel-US-Mary
	multitel-US-Mary
	multitel-US-Mary
	USA
	4

	5
	8438497563
	voiptalk
	voiptalk18
	voiptalk18
	voiptalk18
	UK
	5

	6
	2034327740
	voiptalk
	voiptalk19
	voiptalk19
	voiptalk19
	UK
	6

	7
	17034579002
	Multitel
	multitel-us-harry
	multitel-us-harry
	multitel-us-harry
	USA
	06

	 
	 
	 
	Beng_PBX
	Bang_PBX
	 
	 
	7

	8
	442038073898
	Multitel
	multitel-UK
	multitel-UK
	multitel-UK
	UK
	8

	9
	12892717507
	Multitel
	multitel-Can
	multitel-Can
	multitel-Can
	Canada
	9














[bookmark: _Toc151573699]Zoiper Softphone Installation Procedure:

[image: ][image: ][image: ][image: ]
password: si123456













[bookmark: _Toc151573700]Zoiper softphone in Android Phones:
[image: ][image: ][image: ][image: ][image: ][image: ]
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[bookmark: _Toc151573701]Peervpn Installation in PBX Servers:

Install and configure Peervpn on Bangladesh Office(Elastix): 

1. wget https://peervpn.net/files/peervpn-0-044-linux-x86.tar.gz

2. tar -zxvf peervpn-0-044-linux-x86.tar.gz

3. cd peervpn-0-044

4. touch vps_USA.conf

5. nano vps_USA.conf

At this point, paste the following lines in vps_USA.conf file and save/exit

port 7000
networkname StaffIndia
psk 
enabletunneling yes
interface peervpn0
ifconfig4 10.8.0.2/24
initpeers 192.241.120.100 7000

6. nano vpn.sh

./peervpn vps_USA.conf

7. chmod 777 vpn.sh


how to run Peervpn :

1. cd peervpn-0-044

2. ./peervpn vps_USA.conf

3. crtl+z

4. bg

Install and configure Peervpn on Servermania VPS: 

1. wget https://peervpn.net/files/peervpn-0-044-linux-x86.tar.gz

2. tar -zxvf peervpn-0-044-linux-x86.tar.gz

3. cd peervpn-0-044

4. touch central_ssl.conf

5. nano central_ssl.conf

At this point, paste the following lines in central_ssl.conf file and save/exit

port 7000
networkname StaffIndia
psk 
enabletunneling yes
interface peervpn0
ifconfig4 10.8.0.1/24

6. nano vpn.sh

./peervpn central_ssh.conf

7. chmod 777 vpn.sh

how to run Peervpn :

1. cd peervpn-0-044

2. ./peervpn central_ssh.conf

3. crtl+z

4. bg
[bookmark: _Toc151573702]Microsoft Outlook setup and Troubleshooting


Outlook Setup

1. Click on Outlook. Select “Internet E-mail” and click “Next”.
[image: C:\Users\User\Desktop\1.jpg]

2. Select “Manually configure Server Settings” and click “Next”
[image: C:\Users\User\Desktop\2.jpg]



3. Fill up the form with information shown on the below picture. Replace “Your Name”, “E-mail Address”, “User Name” and “Password” information with New account details received from Management.  Then click “More Settings”. 
[image: C:\Users\User\Desktop\3.jpg]

4. Click “Outgoing Server” tab and select options shown in the below picture.
[image: C:\Users\User\Desktop\1111.jpg]




5. Click on “Advanced” tab and fill up the form as shown in the Below picture. Finally Click “Ok”.
[image: C:\Users\User\Desktop\44444.jpg]









Change Send/Receive Schedule

1. Go Tools>Options

[image: send receive-1.png]

2. Click Mail Setup> Send/Receive

[image: send receive-2.png]




3. Select Schedule an automatic send/receive every (in the box put your desire time like 2 or 3 etc)

[image: send receive-3.png]
















Set Auto BCC

1. Open your Outlook then click on Tools

[image: ]

2. Click on Options

[image: ]







3. 3- Click on Autobcc check the set autoBCC On then put the Emil addresses in MailboxAlias check BCC then  click Apply and OK

[image: ]

[bookmark: page1][bookmark: _Toc151573703]NC There are too many users problem

Uninstall those updates…..
1. KB2984972
2. KB3003743
3. KB2685939
4. 44……..
5. Security Update for Microsoft Windows – KB4462923

ERROR: - “Select a user to disconnect so that you may login – There are too many users logged in.”






[image: ]



























Steps to follow to resolve the above error:-

1) Click on “Start” ,go to “Control Panel”, click on “Programs and Features” , click on “View Installed Updates” 
[image: ]
[image: ]
[bookmark: page2]
2) From the list of installed updates – search for “KB2984972” and “KB3003743” , Right click on the update and select “Uninstall” 
[image: ]
















































Restart the computer and you will be able to use multiple logins at a time.
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